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Kto 4

o Anekcangp [lonos
o PaspaboTunk sagpa Linux ¢ 2012 roga

o VlccneposaTens nidopmaumoHHoii besonacHoctn B
@ positive technologies

o Joknagunk Ha KoHpepeHunsx:
OffensiveCon, Nullcon Goa, Linux Security Summit, Still Hacking Anyway, ZerOCon,
Positive Hack Days, ZeroNights, HighLoad++, Open Source Summit, OS DAY,
Linux Plumbers n gpyrux

al13xp0p0v.github.io/conference talks
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[Nnan poknaga

@ lMocraHoeka npobnemsi:
He3alWNLLEeHHOCTb
OTKPbITbIX NPOEKTOB
Ha GitHub

Q Tlouck pelueHnii u TeEXHNYECKUE TPYQHOCTHU

O Tekywee onTMmanbHOe peLleHne n BbliBOAbI
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[Mnatdopma GitHub

Ha GitHub 3aperunctpuposano 6onee 100 mnH. paspabotymkos

@ DTO JaeT BbIXO4 HAa OFPOMHYHO ayaUTOPUIO

|_|O3TOMy MHOI'me€ open-source-npoeKThl p33p36aTblBaIOTCF| TaM

C 2018 roga komnanus Microsoft Bnageet nnatdopmoii GitHub

B nocnepree Bpemsi GitHub nposogut noantuky caHkumini 1 610KMpPoOBOK

o CBexxuit npumep: 610KMpOBKa yHETHBIX 3anuceli coTpyaHukos komnanun YADRO

n ux penosutopmes (Bkatoyas ipmitool)
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Mown nnyHble oTKpbITble NpoekThl Ha GitHub

github.com/a13xp0p0Ov — 3TO MOSA NIMYHAA y4eTHas 3anncb

Hanbonee sHaummble npoekTbl no besonacHocTu sigpa Linux:

@ Linux Kernel Defence Map

github.com/a13xp0pO0v/linux-kernel-defence-map Alexander Popov
Q kconfig-hardened-check ;‘”

A\573 followers - 3 following

github.com/a13xp0p0v/kconfig-hardened-check

& hitps://a13xpOpov.github.io/
¥ @a13xp0pov

Achievements

Do
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KapTa cpencts 3awuThl sapa Linux

Linux Kernel Defence Map: github.com/a13xpOpO0v/linux-kernel-defence-map

About

e wermeree | Linux Kernel Defence Map shows the
relationships between vulnerability

classes, exploitation techniques, bug
detection mechanisms, and defence

technologies

Rop/s08/cor.

retause + Rorj0R/cOp |

0 Readme

&3 GPL-3.0 license
7 1.6k stars
(o]
k4

105 watching

118 forks
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KapTa cpencts 3awuThl sapa Linux

phd 12

Q a13xp0p0v/linux-kernel-defence-map VS.

ﬂ?S!argazers 'C%j\ssus Creators

'Q Pull Requests Creators

SHOW SaL <>

R Top 10 Geo-Locations
Geographical Distribution of Stargazers

a13xp0pOVIiinuX-kemel-defence-m

China

United States of America

Germany

Russian Federation

United Kingdom

Anekcangp lNMonos
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KapTa cpeacte 3awmnThl sapa Linux phd 12

Q a13xp0p0v/linux-kernel-defence-map VS.

Yy Stargazers 2 Issue Creators (3. Pull Requests Creators

SHow saL <>

) Top 10 Companies
a13xp0pOvllinux-kermnel-de n Stargazers' Companies

microsoft

MNIT Jaipur

bytedance

Anekcangp lMonos Kak obesonacnTb OoT caHKuuii Bal oTKpbITbIA npoekT Ha GitHub 10 / 37



NHcTpymeHT ans npoeepkun onuwnii besonacHocTu saapa Linux phdi12

About

kconfig-hardened-check github.com/al3xp0p0v/kconfig-hardened-check A tool for checking the security

hardening options of the Linux kernel

] Readme

[a13x@hackbase kconfig-hardened-check]$ ./bin/kconfig-hardened-check @ GPL3Olicense

usage: kconfig-hardened-check [-h] [--version] [-p {X86_64,X86_32,ARM64,ARM}] [-c CONFIG] vr 832stars
[-1 CMDLINE] [-m {verbose,json,show_ok,show_fail}] @ 49 watching
% 106 forks

A tool for checking the security hardening options of the Linux kernel )
Report repository

optional arguments:

~h, ——help show this help message and exit

Releases
——version show program's version number and exit
-p {X86 64IX86 32 ARMG4,ARM}, --print {X86_64,X86_32,ARM64,ARM} ©9tgs

2 print security hardening preferences for the selected architecture
-c CONFIG, --config CONFIG

3 check the kernel kconfig file against these preferences Contributors 15
-1 CMDLINE, —-cmdline CMDLINE

4 check the kernel cmdline file against these preferences o@ O Q &a e
-m {verbose,json,show_ok,show_fail}, --mode {verbose,json,show_ck,show_fail}
- choose the report mode . i ee
+4 contributors
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kconfig-hardened-check

Q a13xp0pOv/kconfig-hardened-check VS.

ﬂ?S!argazers 'C%j\ssus Creators 'Q),Pullequests Creators

SHOW SaL <>

P Top 10 Geo-Locations
Geographical Distribution of Stargazers

ig-hardened-check;
United States of America

s
“an)
W

France

Germany

Russian Federation

United Kingdom

Brazil

£

Poland
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kconfig-hardened-check

Q a13xp0pOv/kconfig-hardened-check VS.

frStargazers A |ssue Creators 3. Pull Requests Creators

SHOW sQL <>
Top 10 Companies

onfig-hardened-check Stargazers' Companies
trailofbits
Cachy0S
Intel
SIEMENS

Appleinc

\&M College of Eng
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Y710 genats?

Q Viitu ¢ GitHub? 370 3Ha4uT noTtepsaTbL ayauTopuio N COOOLLECTBO BOKPYr NPOeKTa
@ OcraBuTb BCe Kak ecTb? DTO 3HA4YMT NOTEPSITL BCE B Ciy4vae bnokuposkm (cm. ipmitool)

© Tak 4T0 *e pgenatb? OpraHnsosaTb 3epKasinpoBaHNe NPOEKTOB
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GitLab-3epkana cnomatbl

o Panee s nonb3osancs 3epkanuposatuem GitLab (pull mirroring)

S1a dyHkuus konupyet us GitHub-penosutopunes B GitLab:
> Kop,
> Term
» obcyaeHus B issues n pull requests

o BHesanHo mon GitLab-3epkana ctanm oTcTaBaTh OT OCHOBHbIX PEMNO3NTOPUEB

C wona 2022 r. nnatdpopma GitLab 3akpbina gocryn k aToii cpyHkuum
LNt open-source-npoekTos (OHa cTana nnaTHol)
Alexander Popov > kernel-hack-drill

@ Your project is no longer receiving GitLab Ultimate benefits as of 2022-07-01. As notified in-app previously, public open source X
projects on the Free tier can apply to the GitLab for Open Source Program to receive GitLab Ultimate benefits. Please refer to the
FAQ for more details.
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Vcnosus Gitlab for Open Source Program

NOT SEEKING PROFIT

D | certify that project maintainers are not seeking to make profit
from this project by, for example, selling services or higher tiers.
Make sure your use case gualifies.

(Optional) Please provide additional details to help us verify
you aren't seeking profit with your project.

D | would like to receive emails from GitLab about its product,
services, and events.
Submit

By submitting this form, you understand that your information will be
shared with GitLab by SheerlD and used for verification purposes.

For more information please see the GitLab's Privacy Policy.

If you are accepted into the GitLab for Open Source program, you will be
subject to GitLab's terms and conditions. All use of GitLab products
must comply with United States export control and economic sanction
laws.

Anekcangp lNMonos CaHKUMIA Ball OTKpbITbI npoekT Ha GitHub




Venosus GitLab for Open Source Program: cnacubo, He Hago

phd 12

Anekcangp lNMonos

NOT SEEKING PROFIT

D | certify that project maintainers are not seeking to make profit
from this project by, for example, selling services or higher tiers.

Make sir ot s

(Optional) H ET !

you aren't

I would |
services,

By submitting
shared with Gi

For more infor

15 verify

oduct,

ion will be
poses.

IFyou are accepted into the GITLaD Tor UPen Source progra
subject to GitLab's terms and conditions. All use of GitLab

must comply with United States export control and economic sanction
laws.

m, you will be
products

caHKUuii Baw

KpbITbIVi NnpoekT Ha GitHub
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Henpy>xecteennbiii GitLab

Bkatounts GitLab pull mirroring 6ecnnatho bonee HEBO3MOXKHO

Mirror direction

Push @

o MNokynka npemuym-nogaepxkn GitLab (Premium Tier) HeBo3amoxxHa B Poccun

GitLab 3anpeuaet ucnonb3osate gaxe npobryto sepeuto (Trial)

e 9 cTan uckatb Apyrue pelueHus gas sepkanmposarusi moux GitHub-npoekTos
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OTnenbHbli cepeep

o MoxeT pasBepHyTb CBOW OTAENbHbINA

cepsep paspabotku Forgejo (Gitea) uan GitLab CE?
o Het, nzonunposanHbIli cepeep MHe He NOOXOAUT:

> JTO OrpaHMYuT B3aUMOAEACTBME C COODLLECTEOM

» D70 cTaHer npenaTcTBNEM AN KOHTpI/I6b}OTOpOB

OPEN-SOURCE-PA3PAEOTKA
HA N30JINPOBAHHOM CEPBEPE
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Hpyrue ansTepHaTusbl nnatgpopme GitHub

A paccmoTpen cnepytowme naatgopMbl KOJNEKTUBHONR pa3paboTku:
o Kuralickas nnatdopma Gitee
[—] cnabasi nogaepxka aHraniickoli nokanmsaumn
e BitBucket
[—] He ymeet umnopTuposaTs issues n pull requests ¢ GitHub
[—] xomnanus Atlassian «ywna ns Poccun»
o [Mupunrroeas cetb Radicle
[—] «mouyHble dhyHKLMOHaNbHBIE BO3MOXHOCTM, OCHOBaHHbIE Ha boKueliHey (a)
@ SourceHut
[—] npegocTtaBnsieT Tonbko nnaTHbie ycayru
[—] HecoBmecTumebiii ¢ GitHub npouecc paspabotku (email-driven)
o Salsa (cepsep coobuiecta Debian Ha GitLab CE)
[—] dyHkums pull mirroring Toxe oTkitoueHa (kak Ha gitlab.com B becnnatHom pexunme)
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[Mnatpopma GitFlic

D70 Hebonblias poccuiickas naaTdopma KONNEKTUBHON pa3paboTku.
Mow BnedatneHms:
[+] ecTb dyHKkUns 3epkanuposaHns ans kopa (git pull no pacnucanuio)
[ 7] nybaunynbie penosnTtopun cosgatotcs no 3anpocy B cayxOy noaaep>xkmu
(nnn ¢ nomowbto yyetkn Yandex/VK)
[—] et konuposanus undopmanun us issues u pull requests ¢ GitHub
[—] Het CI
[—] 3akpbITbIi KOA NaTOPMBI
[—] ux TMNUYHbIR OTBET Ha BbIsiBNEHHbIE MHOM OWMOKM (LUMTaTa):

«C 3Tnm BGynem obsizaTtenbHo pa3bupatbes,

HO MNO3>Xe, B ,D,aHHbIVI MOMEHT Yy HaC 3aga4dn>»
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Cxema 3epkanupoaHus GitHub -> GitFlic

OuesugHo, 3epkana Ha GitFlic He cTanu gns MeHs OKOHYaTENbHBIM PeLEHNEM

Git Push

GitFlic

GitHub r

Cl: GitHub Actions

Initial
[+] Up-to-date code Migration

[-] Empty pull requests
[-] Empty issues

Regular Pull Mirroring
[-]No CI
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[Mnatdopma Codeberg

[+] nopaepxuBaetcs HekomMepueckoli opraHnsauueii, npoasuratoweii ngen FOSS
[+] nmeer posonbHO KpynHyto ayamTopuio — bosee 50000 paspaboTynkos

[+] pabotaet Ha oTkpbiTom kope — Forgejo (Gitea)

[+] noppepxuBaer konuposaHne nHdopmaumn ns issues u pull requests ¢ GitHub
[+] nmeet mnTerpaumto ¢ open-source CI — Woodpecker Cl

[—] B mapte 2020 r. oHn oTkIOHMAN DYHKLMIO 3€pKaANpPOBaHUS

Mirror repos: easily created, consuming resources forever

© Wed 11 March 2020

At launch we considered the Gitea mirror feature a great way to smoothly transition repos for
projects to Codeberg.org, also as nice way to quickly test-drive Codeberg's features. Over time
it turned out however, that many if not the majority of all mirrors become abandoned, and mirror
repositories tend ...

m Category: Announcement
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[MTpomexxyTouHasa cxema 3epkanuposarus GitHub -> Codeberg phdi12

Git Push

Codeberg

Initial
[+] Up-to-date code Migration
[-] Out-of-date pull requests

[-] Out-of-date issues

Pull Mirraring
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EcTb HepocTaTkM

Bonpoc:
Y7o genatb c ycTapesatoLleint nHpopmameli
B issues n pull requests Ha Codeberg?*

* BpyuHyto yaansiTb u BoccospasaTh npoekTbl Ha Codeberg —

9TO He OYeHb XOpollee peLueHue //
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[lepBoe pelueHue

o Cpenatb obcyxaenus B issues u pull requests 4acTblo Koga npoekTa
o OtkpbiTolii npoekT gh2md nossonsier Bbirpy3uts 3Tu ganHoie B Markdown-gokymeHT
o lNop kanotom gh2md ncnonbsyet untepdeiicel GraphQL nnatdopmbr GitHub

o [MoaToMy Hy>XHO creHepmpoBaTb NinyHbIA TokeH pgoctyna GitHub

Settings / Developer settings

88 GitHub Apps Personal access tokens (classic)

A OAuth Apps

£ Personal access tokens ~ Tokens you have generated that can be used to access the GitHub API.
Fine-grained tokens issue_reader_token — public access

I Tokens (classic) Expires on Sun, Jon 12023,

o Tenepb MoW NPOEKTLI COAEPXKaT PE3EPBHYHO KOMMUIO BCEX 3ada4 U obCyKaeHuii
o Takxxe 3TO MOXHO cfenaTb C NoMoLbo Tpekepa git-bug (Bbirpyska B git-xpaHunuye)
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Bropoe peluerue: BHewHunit Tpekep 3agad ans Codeberg

lssues v Enable Repository Issue Tracker

Use Buit-In Issue Tracker
« Enable Time Tracking

' Let Only Contributors Track Time

<

Enable Dependencies For Issues and Pull Requests

Close an issue via a commit made in a non default branch

 Use External Issue Tracker

External issue Tracker URL.

Visitors are redirected to the external issue tracker URL when clicking on the issues tab,

Extornal lssue Tracker URL Format
https:/github.com{user}/{repoissues/{index)

Use the p and (index} for the usemame, repository name and issue index

holders {user)

[External issue Tracker Number Format @) Numeric #1234 Alphanumeric ABC-123, DEFG-234  [Regular Expression (ISSUE-\d+) , ISSUE-(\c+)

Projects | Enable Repository Projects

Packages  Enable Repository Packages Registry

[punequests — Enabie Repository Put Requests |

Ignore Whitespace for Conflicts.

' Enable Commit Merging

<

Enable Rebasing to Merge Commits

' Enable Rebasing with explicit merge commits (~-no-ff)

<

Enable Squashing to Merge Commits
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[MTpomexxyTouHasa cxema 3epkanuposarus GitHub -> Codeberg phdi12

Git Push

Links to issues/PRs
Codeberg |[============= > GitHub

Initial

[+] Up-to-date code Migration

[+/- ] Links to issues/PRs at GitHub

[+] 'issues.md' backup in the code

Pull Mirraring
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Continuous integration

Maputer ¢ GitHub Actions:
Y710b6b1 3epkano peno3nTopust ObIIO MOSHOLEHHBIM,
AJ1S1 HErO HY>XXHO BHEAPUTb HEMpepbIBHYIO UHTErpaLmto
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GitHub Actions ans kconfig-hardened-check

Qo qDyHKLI,VIOHaJ'IbeIe TECTbl NHCTPYMEHTA C NOACHETOM NOKPbITUA KOAA

Q Unit-TecTbl ABMXXKA MHCTPYMEHTA C NOACHETOM MOKPLITUA KOAA
H a13xpOp0v/ kconfig-hardened-check  public
< Code (O Dssues 8 I Pullrequests © Actions @ Security [+ Insights

« functional test

© Improve the COMPAT VDSO check #47 1 a13xp0p0v/ keonfig-hardened-check usic

@ summary < Code @ lssues 8 13 Pullrequests ® Actions @ Security L Insights
functional_test (3.10) —

Jobs « engine unitest

@ functional_test (3.7) @ Improve the COMPAT_VDSO check #48

@ functional_test (3.) = READMEMmd
@ functional_test (3.9) @ Summary

| @ functional test 3.10) Jobs .
© functional_test (3.11) ecka the installed tool | @ engine_unittest (3.11) kconﬁg hardened-check
Run details ollecting coverage Run details
& usage Collect coverage for the basic functionality & usage
& Workflow file o EEET T B Workflow file

Motivation

There are plenty of security hardening options for tl

Aictrac WM hawn ta anahln thaca antinne anrealine

30 / 37
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CpasHerue Cl-peweHnii

GitHub Actions:

® MponpueTapHbI Kopg,

e umeet Marketplace

o cpyHkunmn gns ceoero Cl bepewwb
n3 storo Marketplace

e yml-koHcburypaums npoekTa
8 .github/workflows/

Woodpecker-Cl:

e csobogHoe 10O

e ocHoBaH Ha Docker-koHTeliHepax

e dyHkuum ans ceoero Cl 3anekaews
B cBoii Docker-obpas

e yml-koHpurypaumsi npoekra
B .woodpecker/

Anekcangp lNMonos Kak obesonacuTb oT caHkuuii Baw OTKpbIThIV npoekT Ha GitHub
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Woodpecker-Cl ans kconfig-hardened-check

I8 A

next

é Konseitep N°54 - Fix Cl output style and move "pip install coverage" to the proper place o

3anaun Kondurypauns Vsmenénnbie daiinsi (2) @ Tweekago @) 2mum, 41 cex,

2130000y I master & 9360133

v © engine_unit-test 0039
@ clone 0017
© unit-test 00:14

v © functional_test 02:41
@ clone 0020
@ installation-test 0020

© functional-test-with-covera... 0156

Anekcangp lNMonos

14 [notice] To update, run: pip install --upgrade pip

15 + echo "Run unit-tests and collect coverage..."

16 Run unit-tests and collect coverage...

17 + coverage run --include=kconfig_hardened_check/engine.py, kconfig_hardened_check/test_engine.py -m
unittest -v -b

18 test_complex_and (kconfig_hardened_check.test_engine.TestEngine. test_complex_and) ... ok

19 test_complex_or (kconfig_hardened_check.test_engine.TestEngine.test_complex_or) ... ok

20 test_simple_cmdline (kconfig_hardened_check.test_engine.TestEngine.test_simple_cmdline) ... ok

21 test_simple_kconfig (kconfig_hardened_check.test_engine.TestEngine. test_simple_kconfig) ... ok

22 test_stdout (kconfig_hardened_check.test_engine.TestEngine.test_stdout) ... ok

23 test_value_overriding (kconfig_hardened_check.test_engine.TestEngine. test_value_overriding) ... ok
24 test_version (kconfig_hardened_check. test_engine.TestEngine.test_version) ... ok

27 Ran 7 tests in 0.004s

29 0K
30 + echo "Show the coverage report..."
31 show the coverage report...

32 + coverage report

33 Name stmts  Miss Cover
34 --- B
35 keonfig_hardened_check/engine.py 187 o 100%

36 keonfig_hardened_check/test_engine.py 187 o 100%

Ko 3asepuenis O

ak obe3sonacuTb OT caHKLMii Balw OTKpbIThIA npoekT Ha GitHub
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PuHanbHas cxema 3epkanuposaHust GitHub -> Codeberg

Git Push

Woodpecker-Cl

g\

Links to issues/PRs
Codeberg === mmmeceamaax » GitHub r

[+] Up-to-date code

Migration
[+/- ] Links to issues/PRs at GitHub

[+] 'issues.md' backup in the code

[+] Open-source Cl solution Pull Mirroring

Anekcangp lNMonos Kak obesonacuTb oT caHkuuii Baw OTKpbIThIV npoekT Ha GitHub

Cl: GitHub Actions
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Cnucok 3epkan 8 README npoekTa

> @ github.com/a13xp0p0v/kconfig-hardened-check

‘= README.md

Repositories

* Main at GitHub https://github.com/a13xp0p0v/kconfig-hardened-check
* Mirror at Codeberg: https://codeberg.org/al3xp0p0v/kconfig-hardened-check
* Mirror at GitFlic: https://gitflic.ru/project/al3xp0p0v/kconfig-hardened-check
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B 3akntodeHmne: aBapuiiHbiii cLueHapuii

Ecnn uto-To noliget He Tak ¢ GitHub, To s caenato cnenyrouee:

Q nepecospam penosutopun B Codeberg
Q BKJIIOYY B HUX BHYTPEHHUIA Tpekep
© BKJIIOYY B HUX 3aMNpocbl Ha CAUsiHUE lecrans
@ aHoHcupyto anist coobuiecTsa u 7 npm

. i 3BaKyauumu
anctpubyTtnsos GNU/Linux, Ll

yTo paspabotka nepeeegeHa Ha Codeberg £ Og

miS =

Mpoaymaiite aBapuiiHblii cueHapuii 4N CBOUX OTKPbITbIX NpoeKTos!
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Cnacnbo!
Bawun Bonpocbi?

KoHTakTbI:

24 alex.popov@linux.com

)OI a13xpopov

JIn4ublin bror:

al3xpOpOv.github.io

@ positive technologies




/ OueHuTe 3TOT AoKNaa

(mocne OKOH4YaHWS BCEro Tpeka,
noXxanymncra)




